Hudopmannonnbie MaTepHaibl
MO0 BONpOCY NpoQHIAKTHKH NpecTYIUIeHHH, cOBEpIIaeMbIX B OTHOIICHHH
HecOBepIeHHO/IETHHX ¢ HCNOJIb30BaHHEM ceTH HuTepHeT

B nensx ocymecTrierdsi NpoQUIaKTHISCKUX MeP COBEPIIECHHS IIPECTYIUICHHA B
OTHOINGHHH HECOBEPINEHHONETHNX W COBEPIICHHA HWMH IIONBITOK camoyOuiicTBa,
POJIATENSM TIPEAIATaOTCA BHABI M CHOCOOGHI KOHTPOJIS HETeH, MOMB3YIOLIHXCH CETHIO
WuTepHeT, KOTOpBIE MOXHO pa3fejuTh Ha TpH O6MOKa, B 33aBUCHMOCTH OT
IICHXO3MOLMOHAIBHOH CBS3H «POIUTEIb-PEOSHOK:

I. TIlposBnaTe HHTEpPEC K TOMY, KaKUMH COLMAILHBIMH CETSAMH MONB3YeTos
pebeHOK (pH BOSMOXXKHOCTH 3HATH CeTeBHle HMEHa, WACHTH(QUKAIWOHHEIC HOMEpa
orpanuy (id), mapoma ot TenedoHa, aOOHEHTCKHE HOMEpa, HCHONB3YyEMEIE IIpH
PETMCTPALMH, [OJE3HO CHCTEMATHYECKH MPOCMaTpuBaTh HCTOpHIO Gpaysepa (Chrome,
Opera, Internet Explorer, Mozilla, Yandex, u T.n.), He HacTauBaTh, €cl¥ peGEHOK He
TIPUHWMaeT Balll 3alpoc B «Ipy3bI», IPOSBUTE H300PETaTENLHOCTS), MPUBEPIKEHHOCTD K
¢doHAOMYy, NpH yrIyONeHHH B KAaHOHBI KOTOPOTO, CKPHIBAIOMMNA AETIPECCUBHBIN WITH
JITBT- KoHTeHT, (CyOKy/IbTypa, COCTOSINas H3 IOKIOHHMKOB Yero-imubo, HalpHEMep:
HotelHazbinOC, Country Humen, Gacha Life, Gacha Club, Homestuck, CosungIit oM
Friday Night Funkin', Whitty Bomb u 1p.), XOMIBLIOTEPHEIM HMrpaM (H3y4HTH CYTh,
IpaBiia, Kaero). [Id Kaxmod BO3pacTHOM KaTerOpHH XapakTepeH OIpEAeIeHHBIN
KOHTEHT, MOTEHLIHAIBHO ONAacHEIA Mg peGeHKa, YpesMepHOE MOTPY)KEHUE B KOTODBIH
MO>XET HaHECTH €My BDEJl FIH TIO/ICKa3aTh IPHYHHEL H CIIOCOOEI HaHeCEHHs QU3UIECKOr0
Bpena camoMy cebe. IIpu ToM, Takol KOHTEHT He HMeeT KOHKPETHOTO PYKOBONUTEI HIIH
KypaTopa, HE COACPXUT NpPAMBIX YKasaHMii Ha CyMIHJ, HO IUIAHOMEPHO BeENeT K.
IETIPECCHBHOMY COCTOSIHHIO, BXMBAHMIO B IIEPCOHAXK M €r0 caMOYGHMCTBY COTTACHO
cloxeTy (TIOTIBITKH CYMUMIa HMpeANpHHUMAIOTCA B OOJBIIMHCTBE CIy4YdeB HeTBMH H3
GIIaronoNyYHBIX, MOJHEIX cemeid). Cnexyer of6paTUTE BHMMAaHHE H Ha TPYIIIEL CO
cnenuuIecKAMH HasBamwamu: «Kocmudeckmit koBGoi», «Ha cempmoM Hebey,
«Cobaunit xatidh» u «JIroburenu cobausero kakday, B KOTOPEIX HECOBEPIIEHHONIETHUE
OenaTcs IpHeMaMH, criocobaMH M BHEYaTIeHHAMH OT yOymeHus. Kpome Toro,
IOTEHIIHATEHO OMAcHBIM KOHTEHT ONOKHpyeTcs M 3arpy)Kaercsi CHOBa, ¢ YacTHJHO
U3MCHECHHBIM Ha3BaHHWEM, MW/IM TIOJB30BATEIEM, C JIpPYTMMH pervcTpalliOHHBIMH
IaHHBIMY,

II. KonTpons mnpocmaTpuBaéMoro peOeHKOM KOHTeHTa CeTH MHrepHer
MOCPEICTBOM  CHEMHANbHO  pa3pa0OTaHHOrO  IporpaMMHOro  ofecmedeHus
(manprvep, Mobicip, Kaspersky Safe Kids, Net Nanny, Norton Family, Qustodio, u
T.O0.), KOTOpoe MOXeT ObITh Ha BO3MEe3THOW Wik 0e3BO3ME3HOH OCHOBE, C IIEIBIO
MOHHTOPHHTA UCIONB3YEMBIX COLMAIBHBIX ceTel, MOMy4YeHNUs CBENCHUN O IMOMCKOBHIX
sampocax B Opaysepe, IpocMaTpHBaeMBIX BHAEO Ha BHIEo-xocTHHre YouTube,
OIIOKMPOBKH HENPHEMIIEMOTO JJI1 Bac KOHTEHTa, OTpaHM4YeHHs] BpEMEHH HCTIOMB30BaHHA
[IPHJIOXKEHHUH.

III. OcymecTBieHue KOHTPOJISL Ha NOCTOAHHON OCHOBEe GAHKOBCKMX OIepalai
no GaHKOBCKOM Kapre, o(hOpMIICHHOM LT moib3oBaHuA pebenkoM. Cnemyer oOpaTuTs
BHHMAGHHWE HA pasoBOe WIM CHCTEMAaTHYECKOE IIONOJHEHHE CYeTa CTOPOHHHMH
GU3HIECKUMY U FOPHAMYECKIMH JIMLIAMH (B YACTHOCTH, 1 ¢ 3apyOEKHBIMH PEKBH3UTAMH),




TaK KaK B MOCIHEIHEe BpeMsd HECOBEPIICHHOJIETHHE B TIOMCKaxX OBICTPOrO M JIETKOIO
3apaboTKa B ceTH MIHTEpHET CaMOCTOATENFHO BCTYTIAIOT B KOHTAKT C IIPECTYITHAKAMHE.

KaxuM GBI CaMOCTOSTENBHBEIM M B3POCHBIM POMMTENSM He Kasaics peGeHOK,
Jo 18 ner OTBETCTBEHHOCTH 32 HETO JISKHT Ha POIHTENIX, B CBSA3M ¢ 9EM, OTCYTCTBHE
KOHTPOJIA NOJIb30BaHUsA pebenkoM ceTsio VIHTepHeT, KaTeropiudecky HEAOITY CTHMO.

B kadecTBe mpHMepa, MOXXET NOCTYXUTh (abynia Bo3OyXIEHHOTO YIONOBHOIO
Jlela [0 CHenyrompM ¢dakTaM: HEYCTAaHOBIEHHOE JMIO, HCHCTBYS YMBINUICHHO,
npeciexys yMBICEN Ha COBepIIeHMe HHBIX HeHCTBUE CeKCyaJBbHOro Xapakrepa 0e3
NIPUMEHEHMA HaCHIWA, C LENbI0 YAOBISTBOPEHU CBOMX CEKCYalIbHEIX HoTpebHoCTeH, a
TaxoKe MoGyKIeHHT Y MaIOJIETHEH HE30pPOBOT0 CeKCYABHOr0 HHTepeca K COBEPIICHHIO.
NeHCTBHH CEKCYaTbHOTO XapaKTepa | IOJI0OBOH GIM30CTH, B OTHOINEHHUH JIMIA, 3aBEOMO
JJisi HEr0 HE JOCTHUIILETO JBCHAUATUIECTHErO BO3pacTa, OCYINECTBILUIO IEPEITHCKY B
COL[HAJIBHON CeTH ¢ MAaJONEeTHEH, a TaloKe OCYUIECTBILUI BHACO3BOHKH ITOCPEICTBOM
MecceHpKepa « WhatsApp», B X0ie KOTOPBIX IPEAOCTABILUI MaJIOJIETHER HHPOPMAIRHEO 0
BHNEX ¥ CIOCO6ax COBEPIIEHHs PA3NIMUHEIX IIOJIOBBIX AKTOB, YOeXIan IOTepIeRmIyio,
ITyTéM BHIEOTPaHC/IIMH, TI0Ka3aTh eMy CBOH 00HaX(eHHEIE IIOJIOBBIE OpPTaHBI, 4 TakxKe
JIEMOHCTPHPOBAJ IIOTEepIIeBLISH CBOM MOJIOBOM OpraH. 3a OCYIIEeCTBICHHE YKA3aHHEIX
IelicTBHH HeyCcTaHOBJISHHOE JIMIO IO JOTOBOPEHHOCTH C TIOTEpIIeBIIeH IIepeBOMUIIO
IEeHEXHBIe CPeICTBAa Ha OaHKOBCKYIO KapTy ee MaTepH, HaxOIANIyrocs B IOJb30BaHUH
manonerHeit. [Ipu sTOoM ManoneTHssl BBejia B 3a0Ny)KIeHWe MaTbh, IOSCHHB, HTO.
JEHEXHBIE CPEeHCcTBa NOCTYIIAiOT OT 0TI, KOTOPEIA NpoXXHBaeT oTAeNbHO. Ilocne oTkaza
rotepresef OoT coBepiieHHs JNEeHCTBHI CeKCyallbHOro XapakTepa, HeyCTaHOBIIEHHOE
JIMIO PacHpOCTPaHWIO MaTepHaBl MOPHOrpadHYecKoro xapakTepa ¢ H300paKeHHEM
moTepreslei B ceTd FIHTepHeT, B TOM YHCIIE IONIB30BATENAM, COCTOAIINM Y MalloJIeTHeH
B KaTETOPHH «IPY3ba», HCIOMb3YEeMOH COMAILHON CeTU. B NOCIeACTBAN YCTAHOBIIEHO,
YTO JIMIO, COBEpIUMBINEE YKa3aHHBIE IIPOTHUBONpABHBIE [EHCTBHA, HaXOOHTICA 3a
npenenamu PO, B CBA3M ¢ YeM NPUBICYS €ro K OTBETCTBCHHOCTH B HACTOSINES BPEMA He
NIPEACTaBIAETCS BO3MOXHBEIM. Kpome Toro, Habmonaercs TEHAEHLMA CpemH
HECOBEPIIEHHONETHUX K HHUIIMATUBHOMY KOHTaKTYy ¢ 3apy0eHEIMU TIOMB30BaTESIMY C
uensio 3apaboTka (Kak MpaBwio CyMMEI BapbHpyroTes oT 500 xo 2000 pybieit), myTem
W3TOTORJIEHUA M HalpapiieHus GoToU300paXkeHnt nopHorpahMIeckoro xapakTepa.

CoBepIeHHe HECOBEPIICHHONETHAMH CcaMOyOUHCTB, B GONLIIMHCTBE CBOEM
.00YCHOBNEHO 'KaK Upe3sMepHEIM YBICUCHHEM MACIIPECCUBHBIM KOHTEHTOM, TaK H IO
NpUYUHE HepasleleHHON CHMIIATHH, IIPH 3TOM CIoco0 COBepHIeHHMS caMoyOuicTna
3a49acTyI0 HaBj3aH IpOCMaTPUBAEeMBIM KOHTCHTOM, Tak, Hanbosee pacrnpoCTPAHCHHEIE
crioco6BI coBepImeHns caMoyOmiicTBa — ITaficHUe ¢ BEICOTHI, IIOBEIICHHUE,

B ciryuae o6HapyXeHHs y pebeHKa MON03PHTEIBHOH MEPEITHCKH B COUMABHBIX
CeTsX U MecceHKepax JIHM60 yCTaHOBIEHUA (aKTa y9acTHs B IPYINIaX NeCTPYKTHBHOMH
HANPABJIEHHOCTH HeOOXOMUMO MPEANPHHATE MEPEI K COXPaHEHIO TaHHOMH HHpopMaluy
C LEJIbI0 YCTAHOBJICHHS JIHIA, COBEPINAOIIEro NPOTHBONPABHbIE AEHCTBHA B OTHOIICHHI
HECOBEPINEHHONETHHX, i He3aMeUIHTeIEHO 0GPaTHTECS B OIHITHIO.

'V MBJI Poccuu mo CBepaioBckoi o6nactu




